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Cisco loT portfolio

Industrijski svicevi Industrijski ruteri Uredaji za ugradnju
IE1000, IE2000, IE3100, IE3200, IE3300, IE3400, IE3400H, IE4000, IE5000, IE9300 IR1101, IR1800, IR8100, IR8300 ESS, ESR, ESW, Resilient Mesh
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Industrijske beZicne mreze Industrijska sajber bezbednost Kontrola i razmena podataka Industrijski senzori
Cisco URWB, IW6300, IW9167E, IR5XX, IXM Gateway Cyber Vision, ISA3000 Firewall Edge Intelligence, 10x Industrial Asset Vision
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Upravljanje i Automatizacija
Cisco DNA Center, Cisco SD-WAN, loT Operations Dashboard

Koriséenje i primena




Koraci ka bezbednim
industrijskim mrezama



Prioriteti sajber bezbednosti

SAN.S 5 kritiénih kontrolnih mera

Odgovor na incident u industrijskim sistemima

Odbrambena arhitektura

Vidljivost i upravljanje u industrijskim mrezama

Bezbedan udaljeni pristup

Upravljanje ranjivostima zasnovano na riziku




Purdue referentni model arhitekture (PERA)
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4 koraka do bezbenosti u industrijskim mrezama

o Izgradite temelj Dobijte vidljivost i Segmentirajte mrezu u o Integrisite istragu
bezbednosti status uredaja manje zone poverenja incidenata
Cisco Secure Firewall Cisco Cyber Vision Cisco Identity Services Engine Cisco XDR
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e . Segmentirajte, Zastitite, .. .
Otkrijte, Zastitite, Reagujte Identifikujte, Detektujte g Reafgujte Istrazite, Reagujte




Industrijska DMZ



Industrijska DMZ

Internet / Cloud

Poslovna IT mreza
NGFW

Industrijska DMZ zona

“Stvari”

npr. senzori, motori, roboti, transformatori, pametni meradi ...
Preporuke

. EliminiSite direktan saobracaj izmedu poslovne i industrijske zone. Ne treba dozvoliti industrijske protokole izmedu IT i OT mreza
. Koristite VLAN segmentaciju za iDMZ uredaje da forsirate inspekciju
. Osigurajte da OT i IT mreZa rade nezavisno jedna od druge da smanjite uticaje “nepovezanosti”



Vidljivost u OT



Kriticna potreba za vidljivos¢u u industrijskim mrezama

06 0o

Identifikovanje OT Resavanje problema sa Poboljsanje Otkrivanje upadai Kontrolisanje daljinskog
imovine i njihove konfiguracijom pouzdanosti i zlonamernog pristupa inZzenjerskim
komunikacije performansi mreze saobracaja stanicama

Vidljivost pomaze u pokretanju IT/OT saradnje tako Sto deli zajedni¢ko razumevanje situacije




Tipicni “problemi” videni u industrijskim mrezama

L. . Podrazumevani kredencijali za prijavu na sisteme
IPv6 saobracdaj u IPv4 mrezama

Aktivnosti malvera ili virusa Visestruki Time server
Bezbednosne zakrpe nisu instalirane Povu&ena sredstva su i dalje povezana
Nepotrebne mrezne komunikacije Nepoznati uredaji na mrezi

DNS upiti za Amazon

. . . Otpremanje programa preko VPN-a tokom nodi
Firmver otpremljen preko FTP-a bez potpisa

LoSa konfiguracija firewall-a ili svic
Uredaji u pogresnom VLAN-u 0Sa Konfiguracija firewall-a SVICa

OT mreza potpuno povezana sa IT mrezom

lzgradnja pouzdane i bezbedne industrijske mreze je kljucna za uspesSno poslovanje




Cisco Cyber Vision

Platforma za | u industrijskom loT okruzenju

Vidljivost Bezbednosni statusi Operativni uvidi
Inventar imovine Ranjivosti uredaja Pratite modifikacije procesa/uredaja
"Obrazac” komunikacije Bodovanje rizika ZabeleZite dogadaje sistema kontrole

Kontekst i uvidi koji su temelj za izgradnju pouzdanih i bezbednih OT mreza



Bezbednost i sigurnost u skali sa infrastrukturom

Vidljivost i detekcija pretnji ugradena u vasu industrijsku mrezu

Cyber Vision Center
Centralizovana Analitika & Vizuelizacija podataka

exe0

Welcome to Cisco Cyber Vision

57w aa % e || Integracije sa
drugim sistemima
50

Lagani metapodaci

Integracije sa
Cisco reSenjima

¢

Senzor

Senzor Senzor Senzor Senzor .
. ) — Senzor
] e ¥
‘ : EEEEsea 5
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i Yy =R ==
- IR1101 IR8300
|E3300 i IE3400 IE3400HD ) o Catalyst IE9300 Rugged Catalyst 9300/9400 1C3000 industrijski raéunar
Y 4G/5G Ruter Multi-servisni Ruter Agregacioni svitevi
svicevi IP67 svi¢
MreZni senzori Hardverski senzor

Duboka inspekcija paketa ugradena je u mrezne elemente i eliminiSe potrebu za SPAN-om DPI preko SPAN za podrsku braunfild



Uloga Cyber Vision senzora

Dekodira industrijske Salje meta podatke ka
protokole (DPI) Cyber Vision Center

Snima tokove industrijske mreze Razume vecinu OT i IT Salje metapodatke centru za
(pasivno) i ispituje uredaje (aktivno). komunikacionih protokola za skladistenje, analizu i vizuelizaciju.
Lokalno skladisti podatke u slucaju analizu korisnog opterecenja Ovo dodaje samo 3 do 5% dodatnog
da Centar nije dostupan paketa i izdvajanje znacajnih saobracaja na mrezu

informacija



Zasto je vazan mrezni senzor?

Vecina industrijskog mreznog saobracaja je istok-zapad, a ne sever-jug

P Vaina je lokacija za DPI !

Purdue nivo 3 4

Neoptimalna lokacija

Vecina industrijskog kontrolnog
saobracaja je lokalna u
proizvodnoj celiji

Nije jeftino!
Dodatni hardver, kablovi za SPAN Senzori ugradeni u mrezu vide sve Sto
mrezu “van opsega” je vezano za nju




Zasto je vazan mrezni senzor?

Vidljivost koju mozete primeniti u velikom obimu bez potrebe za skupim SPAN mrezama

Druga reSenja
Jednostavna implementacija

Resenja bazirana na SPAN
replikaciji dodaju skrivene
troskove

Maniji ukupnui trosak Cyber Vision Centar

Welcome to Cisco Cyber

Senzor >

. i
Purdue nivo 3 [K¥S

Tok aplikacije
Lagani meta podaci

Purdue Ne'_(f'sc_o
svicevi

nivo 0-1

RSPAN donosi kasnjenje i dziter!




Zasto je vazan mrezni senzor?

Distribuirano aktivno otkrivanje na ivici daje 100% vidljivost

Druga reSenja

Centralizovano aktivno
otkrivanje ne moze da vidi iza
Firewall i NAT granica

Aktivno otkrivanje senzora na ivici
vidi mnogo vise

Cisco Cyber Vision

Zahtevi

/ Aktivnog
otkrivanja

--------- §E R S=semson

granica —_—
Zahtevi ! mi)
Aktivnog | —_,

otkrivanja v —

HB— .

PLC/RTU/IED PLC/RTU/IED

NAT/Firewall
Granica

0000 0000



IT nema vidljivost iza industrijskog IDF-a

Industrijski DMZ Cisco

Kako IT moze da iskoristi
mreznu opremu koju
poseduje da bi stekao
vidljivost u OT-u?




Catalyst svicevi “upale svetlo”

‘:I Cisco Catalyst

g@—"

Industrijski DMZ Cisco Secure Firewall m-
-

Poslovna IT mreza

Data centar Operativni centar
bezbednosti (SOC) |T

Operacije i Kontrola _ ..
Purdue nivo 3 Jezgro ind. mreze ST

Cisco Catalyst 9300 ES Istorijski zapisi SCADA
sa Cyber Vision senzorom |

Industrijski IDF  per e e et -Senzor

.....

Procesi
Purdue nivo 0-2

Korak 1: Cyber Vision senzor na
Catalyst 9300 sviceveima vam
daje vidljivost za Sever-Jug
saobradaj i identifikaciju kljucnih
uredaja



Pokazite prednosti vidljivosti za OT

‘:I Cisco Catalyst

g@—"

Industrijski DMZ Cisco Secure Firewall m-

Poslovna IT mreza

Data centar Operativni centar
bezbednosti (SOC) |T

Operacije i Kontrola
Purdue nivo 3

Cisco Catalyst 9300
sa Cyber Vision senzorom

Korak 2: Identifikujte kriticne
industrijske sviceve koji
oroces povezuju ove bitne uredaje

Purdue nivo 0-2

= — $5355% SReeen SRt Sevee




Steknite punu vidljivost - unapredite bezbednosni status

I:] Cisco Catalyst

g@—"

[ Industrijski DMZ Cisco Secure Firewall ﬂ

Poslovna IT mreza

Data centar Operativni centar
bezbednosti (SOC) IT

S _ I/
S oern R ot Korak 3: Zamenite te sviceve sa
N 1\ Cisco IE svicevimea na kojima
roces Senzor radi Cyber Vision senzor da
s 2 yper vison T vidite celu OT mrezu

senzorom

000 00 00

Zona 1



Automatski identifikujte ranjivosti vasih OT uredaja, procenite rizik

@ < ®2za

192.168.1 subnet (o}

My preset

Active baseline: No active baseline

Active Discovery: Disabled

“This preset isfiltered with keywords «192.168.1» 2.

@ Explore v / 192.168.15ubnet ¥ / Vulnerat

Jan 1,2020 12:00:00 AM - Nov 19, 2020 3:27:00PM (10 mths 19 days 11 hrs 27 mins)

@ 73 Vulnerabilities

10 most matched vulnerabilities

(B CVE-2015-5627 « Yokogawa Multiple Products

biliies v

I CVE-2014-0781 » Yokogawa CENTUM
L

2affected components
B CVE-2020-5609 « Path Traversal Vulnerability in
Yokogawa CENTUM

BKCI
2affected components

I CVE-2014-3336 » Yokogawa CENTUM
BKFSim_vhfd.exe Buffer Overflow - Packet Storm

v @
OO

Device

Modicon M580
Scinsider]  Schneider PLCs A
) 7 101016682 (+ 2 others)
MAL: 00:80:64:18:26:52 (+ 1 other)

2 Edt

3 Manage group

®
S May 25,2021 7:04:02PM

E May 25,2021 7:04:02PM

@ Controfier , @ WebServer v o

ctivity tags
# Program Download
# ProgramUpload ,
@ suntcPu , #stpCRuU

@ insecure 144

9 O Basis O Riskscore  © Seawity 4 Adhty & Automation
et 2affected components 2affected components
Selectall | Refectall | Default
Criteria g B CvE2015 « Deniak-of-Service Vulnerability [l CVE-2019-13940 » Uncontrolled Resource
Q in Profinet Devices Consumption Vulnerability in Siemens SIMATIC 57 Total vulnerable Overview Details
3affected components 2affected components components for
W CVE2017-12741 B cvE2017. i 1921681 subnet
R NETWORKS v CVE-2017-12741 Denial of Service Vulnerability Vulnerabilties on Siemens devices using the.. R
Balfected components Saffected components Details
 COMPONENTTAGS ~ I CVE-2018-16196 » Yokogawa Vet/IP Open CVE-2019-5909 » Yokogawa License Manager
Communication Driver Vulnerabilities Service Vulnerabilties
Components without tags 2affected components The score was computed on Jun 7, 2021 12:00:02 PM by Cisco Cyber Vision s follows
, Device - Level 0-1
Criteris Matching Distribution  Description
» | ODevice-Level2 Vulnerabilty severity legend: [l NoNE [ Low [ epium [ HicH [l CRITICAL
» | O Device-Level 34 53
. CC ey element.
, Network analysi
alvsis N T Devicetype B Modicon M580 type: Controller 11% Compromission could
N Software page Achievable Current Jeadtolarge
) System Vulnerabilty title cvE CVSSscore ©  Affected components JOvRS borlc
Multiple De the PROFINET Discovery and ve 2072650 . @ 3components
A ACTIVITY TAGS v Configuration Protocol
) Modicon M580 group: Schneider PLC. ithas an industrial
Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability CVE-2017-12741 7503 (@ 3components. Group impact 33%
) GROUPS v impact A1
Denial-of-Service Vulnerability in Profinet Devices CVE-2019-10936 7508 (@ 3components.
0 SENSORs v
Yokogawa CENTUM ‘BKHOdeq.exe'Stack Based Buffer Overflow Vulnerability CVE-2014-0783 9062 [ 2components
The best achievable score s [EE) These devices activities
‘Yokogawa CENTUM BKFSim_vhfd.exe Buffer Overflow - Packet Storm CVE-2014-3888 8302 8 2components. " e >
patching ©) Modicon M580 has some activities taggued contain
neid CVE2017-60%2 5 () 2components insacure trafic. MG Ressriation @ PLC Reservation: it
Activities 25% \
Yokogawa CENTUM 3 CVE-2014-0782 (8 2components. Most [ Modicon M580 (see details) normal maintenance
" i impacting: ) DESKTOP-KESGQUE operation but can be
Vulnerabilities in SIMATIC-1200 and SIMATIC S7-1500 CPU families CVE-2019-10943 7508 (@ 2components. = Y
<
hnei Protocol i Byp: CVE-2017-6034 9803 (E 2components




Segmentacija mreze



Segmentacija je kljuc zastite OT imovine
Koristite NIST i/ili IEC 62443 preporuke

IEC 62443 NIST “Zero Trust” vodic

3.1.2 ZTA Using Micro-Segmentation

~
Roslavnaimtesa An enterprise may choose to implement a ZTA based on placing individual or groups of
p——— resources on a unique network segment protected by a gateway security component. In this
Veza approach, the enterprise places infrastructure devices such as intelligent switches (or routers) or
(Conduit) next generation firewalls (NGFWs) or special purpose gateway devices to act as PEPs protecting
each resource or small group of related resources. Alternatively (or additionally), the enterprise
DMZ may choose to implement host-based micro-segmentation using software agents (see Section

3.2.1) or firewalls on the endpoint asset(s), These gateway devices dynamically grant access to
individual requests from a client, asset or service. Depending on the model, the gateway may be
the sole PEP component or part of a multipart PEP consisting of the gateway and client-side
agent (see Section 3.2.1).

Veza
(Conduit)

Veza
(Conduit)

This approach applies to a variety of use cases and deployment models as the protecting device
acts as the PEP, with management of said devices acting as the PE/PA component. This
approach requires an identity governance program (IGP) to fully function but relies on the
gateway components to act as the PEP that shields resources from unauthorized access and/or
discovery.

Celija/Oblast
Zonal

Industrijski
Data Centar

Veza

(Conduit)

The key necessity to this approach is that the PEP components are managed and should be able

BeZbedn?Sni to react and reconfigure as needed to respond to threats or change in the workflow. It is possible
uredaji to implement some features of a micro-segmented enterprise by using less advanced gateway
\ (SIS) ) devices and even stateless firewalls, but the administration cost and difficulty to quickly adapt to

changes make this a very poor choice.




Koristite Cyber Vision za grupisanje OT uredaja u Zone
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Cyber Vision + ISE pojednostavljuju segmentaciju

Segmentacija industrijske

J mreze
Mogu da grupiSem Mogu da izgradim
sredstva u zone koje bezbednosne politike

odgovaraju mom koje nece poremetiti

YT — HMI

M 31 202043226PM 1202043226 (d) SLVE E_
- S PLC/RTU/IED
B Zonal MES
SIEMENS|  [SIEMENS|

Zona 1 v X v X .
SGT =
Zona 2 X v v X
»»»»» SIEMENS|

> 1
| MES

o
>
@)
=

Siemenslada3b

SIEMENS|

X X v v
N VLAN ## Industrijski svi¢
pxGrid aZuriranje sa identitetima TV
a krajnjih tacaka sredstava i
: CETTETR grupom ”Celija 1” kao
= prilagodenim atributom EE
PLC/RTU/IED

Cyber Vision mapa Cisco ISE matrica pravila 6 é




Otklanjanje pretniji



Cyber Vision Siri IT bezbednost u OT

Cyber Vision Center
Analiza toka OT Aplikacija

Cisco ISE

Kontrola pristupa
Segmentacija zasnovana na politici

Cisco Secure Firewall
Filtriranje saobracaja

VIDLJIVOST

Cyber Vision senzori

o . S . . Cisco SecureX
Detaljna inspekcija paketa ugradena u vasu Cisco industrijsku mrezu

Korelacija obavestajnih podataka o
pretnji
Orkestracija sanacije

Cisco Secure Analytics
Analiza toka saobracaja

|

Vidljivost OT sredstava i konteksta koji se dele u svim vasim IT bezbednosnim alatima




Cisco Secure Analytics + Cyber Vision

Security Insight Dashboard | Inside Hosts

Alarming Hosts @

Concern Index Target Index Recon cac

12 10 7 2

HOST CATEGORY
10.201.3.149 [on [re e [ex]
10201318 oE
10 zm 0 ﬁ;s ou]cc]
10.150.1 200 [Re Jou [ExJei]

10.10.101.24 @ a8
e D

10.10.31.48 ¢ [cc]
10.10.30.15 &

View All Hosts >

Top Alarming Hosts - Alarms by Type - Today's Alarms

Exploitation DDoS Source DDoS Target

1 1

s
600
405 409 327 425
E 400 —_—
8 _E S| -,
i, IR Bm BN B E =
& 200
\ - -
, = - O . . e
6/18 6/19 6/20 6/21 6/22 6/23 6/24
® Host Lock Violation @ Packet Flood High Target Index
High Total Traffic @ New Flows Initiated
® SYNs Received High File Sharing Index @ High Traffic
® High Concern Index Suspect Long Flow

@ Worm Activity @ Worm Propagation @ Max Flows Served
@ New Flows Served @ Suspect Data Loss

Data Exfiltration @ Command & Control
@ Policy Violation @ Suspect Quiet Long Flow Recon
® Data Hoarding _ @ High DDoS Target Index @ Port Scan
@ Exploitation ~ @ Suspect Data Hoarding
@ Target Data Hoarding

Deselect All Select Al

Data Hoarding Extiltration

4 2

Target Data Hog

Suspect Data Hoarding... ]

Data Hoarding: 7

Recon:9 |

Suspect Data Lo.

Worm Propagatio

Lako identifikujte tokove mapirane na
industrijske uredaje pomocu atributa
host-grupa na osnovu informacija Cyber
Vision-a

Kreirajte politike upozorenja da biste
identifikovali i upozorili na komunikaciju
izmedu zona

Cyber Vision pomaze Secure Analytics-u da istrazi i otkrije pretnje u industrijskim mrezama




Cisco Secure FMC + Cyber Vision

Overview EEUENVEIEN Policies Devices Objects AMP System Help v Irobertson v

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Lookup v

Filters: + Show the last: |1 hour ~ | [ Relo

2017-07-12 15:37:01 — 2017-07-12 16:3]

Traffic and Intrusion Events over Time

500M

o /\/J\\/\N—\/\/\_/\/\/\/\,—v\/\z\/\/\/\\/\/\f\/\——\/\_,\J\/\
oM

15:40 15:50 16:00 16:10 16:20 16:30

Trafic (KB)
swany

°

Indications of Compromise
Hosts by Indication Indications by Host

Threat Detected.._sfer - s

Security Intell.__hing ————
Security Intell_ware —_

4 4
sact 2 Intrus...tack —_ ‘ __— Security Intell.. Ci -
2 I I I
1ct 2 Intrus...dmin — °

Intrusion Event...-cnc

Indications

Mapirajte identitet ICS uredaja na
Hostove u Firepower-u za korisc¢enje

u politici korelacije bezbednog
zastitnog zida

Identifikujte anomalije i tokove u
Cyber Vision-u i prekinite sesije FTD
Firewall-a

Iskoristite host atribute iz Cyber Vision-a da biste upozorili na neocekivano ponasanje




Odbrana od pretnji Firewall-a (FTD) — Kill Sessions

) Cyber Vision detektuje dogadaj
« Promena ustaljenog ponasanja

« Nova komponenta
« Nova aktivnost

« Nova promenljiva

« IDS (Snort) uzbuna

@ Cyber Vision 3alje komandu Firewall-u da
terminira pridruzenu sesiju

© Firewall blokira sesiju

-0 3 Cyber Vision
e Centar
(3}

—
— -
1SA3000 firewall | E——
——
0 HMI
Senzor
| S

-—
DEEE g 11 dustrijski svi¢

PLC/RTU/IED
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Istraga

Reports

a ¢S ®<2z o w

@ Explore v / Alldata v / Devicelist v

Last 1 hour (Nov 4,2021 8:30:32 AM — Nov4,20219:3032AM) 2 Refresh

Alldata » 23 Devices and 32 other components

Basics

Description
Al devices and activitesarelsted i this preset Ths
preset should not beused and other more well
dofined presets would bepreferred for more
accurate findings.

Actve baseline: Nosactive baseline

Active Discovery: Off

ctal | Reectall Dottt

aroups.

incdents New Incident -
Q Search. X ¥
 Assigned to me - Open (0)
~ Assigned to me - New (2)

Incidont @ 20210830 14:22:28
Aug 30,2021

Device First activity Lastactivity Riskscore

@ Rivet 192.168.0.47 Nov4,202192839AM  Novd,202192839AM 192168147 9chd0d1:8da3

@ 10211166111 Nov4,2021928:39AM  Nou4,202192839AM 140211166111 00:9006:38:295

#8 01:15:42000001 Nov4,2021928:39AM  Nov4,20219:28:39AM 0111546000001

(5 Siemens 8e:cos Nov4,202192839AM  Nov4,20219:28:39AM 261633680076,

# 01:80.200:0020 Nov4,2021928:39AM  Nov4,20219:28:39AM 0180:200:0020

B Hirschmann exe:38 Nov4,2021928:39AM  Nov4,20219:28:39 AM ecTaba0eet38

[ Nov#,202192839AM  Nov4202192839AM 152168085 000ecsed9138

B Hirschmann e:ef:30 Nov4,20219:28:39AM  Nov4,20219:28:39 AM ec74baOeet30

88 255255255255 Nov4,2021928:39AM  Nov4,20219:28:39 AM 0180,632¢4£09

Telemecanique
o Nov4,2021928:39AM  Nov4,202192839AM 192168060

412627
152168060 0080:4:12:624

Telemecanique
o

Nov4,202192839AM  Novd,202192839AM 17230255
17230255

008044033301

Nov4,2021928:39AM  Nov4,202192839AM 172302523

roadeom 00:10:18:e542:48

N 192168,

‘Snort: A Network Trojan was detected on 212.166.210.80
New - Croatod By Gisco Cyber Visionon 2021-07-29 09:16:52 UTG

Summary  Observables  Timelne  Sightings  Linked Roferencos (2)

Gisco Cyber Vision Aug 17,2021
 Assigned to me - Other (0)
 Assigned to others - (85)

Gonirol system event: Start CPU
Cisco Cyber Vision oct 11,2021

Goniro system avent: Stop CPU comman.

Togs

OHTTPClent

#Webserer, @PubicIP

oo
@rote:

@notas

@t

oo

@roug:

& Controter

pr—
@ FileTranster v

| Orkestracija sa SecureX

Activites

Vendor

Rivet Networks
LANNER ELECTRONICS,
INc

o

0 Siemens AG

ObservablesonPage 0+ 0@ 0o 20

Found 29 observables.

o 140211166.111° v

o 17230255 v

o 172302523 v

= 192168.0.60" v

o

192168.085° v

* Denotes observables nthe acive case

[ —T—

Manage Inciden
info
Assigneos » Ads hustisl
No e s assigned - AProductsLtd
assign yourseit.
Key Proporties '
Categories:
Jicast
Disc. Method:  NIDS.
Intend. Efiect: '
Confidence: % High pComputer,nc.

TP Amber
bridges Multcast

23 > 20/pae

Koristite SecureX za

Kreiranje i upravljanje
incidentima

Kreiranje i orkestriracija
playbook-ova

Pokretanje istrage u Talosu,
Umbrella, Secure Endpoint,
Threat Grid, itd.

SecureX traka u Cyber Vision za istragu i orkestraciju sanacije, otklanjanje pretnje




. v
P Radna stanica je pokusala da
r I I I l e r dode do sumnjivog domena, ali

ju je blokirao Secure Firewall

v
-

-
f f -
.Preuzrmte podatke 1z Secure Firewall/Umbrella
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Bezbedan udaljeni pristup



Bezbedan udaljeni pristup opremi — Cisco SEA i SEA+

Tipicna upotreba - 1
Udaljeno upravljanje kroz veb
pretraziva¢ putem VNC, RDP,
HTTP/S, SSH, Telnet protokola

i

veb pretrazivac

Tipicna upotreba — 2
Udaljeno upravljanje kroz
“prirodne” desktop aplikacije
putem bilo kog IP protokola
(UDP/TCP), transfer fajlova

korisnicka aplikacija

4 )
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loT Operations
Dashboard
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Access
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0 000000000 0 0 9
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SEA agent
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SEA — opcije kreiranja grupa

Grupe mogu biti aktivne samo u udredenom period i moZe se forsirati snimanje

el 10T Operations Dashboard

SERVICES Access Management
Secure Equipment
Access

Access Control Groups Users Active

2| Remote Sessions

(eess MElREemEil Connected Client Access Groups (28)

System Management

Q Search Table

-+ Add Group

Add Group

aemo

Description

@D Group Enabled —_— ]
@D Enforce Monitoring & Recording \

© Enforce Full-Screen Monitoring & Recording
QO Enforce Inline (SSH/RDP/VNC) Recording

@D Schedule Settings

Scheduled duration cannot exceed 72 hours

Select Group Time Zone*

(GMT-7) America/Los Angeles v

Start Group Access

Aug 10,2023 (7] 12:21 AM v

End Group Access

Aug 31,2023 [ 1:21 AM v

Error - Maximum duration is 72 hours

—> Omoguci/Onemogudi grupu

T Primeni snimanje sesije

|, Omogudi zakazan

vremenski period

Cancel



SEA Integracije

Duo Amazon S3
« Primena dodatnih mehanizama - Skladiste snimljenih inline - Kompletno snimanje celog ekrana
bezbednosti za pristup udaljenog sesija SEA agenta

« Snimljen kompletan “podeljen”

korisnika (Autentifikacija, provera
« Telnet, SSH, RDP, VNC, Web ekran u Webex sastanku

statusa,...)
« Primenjuje se na udaljeni racunar.

« Samo za SEA+. Nije relevantno za
SEA
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